In this paper we present an understanding of cyber risks in the Internet of Things (IoT), we explain why it is important to understand what IoT cyber risks are and how we can use risk assessment and risk management approaches to deal with these challenges. We introduce the most effective ways of doing Risk assessment and Risk Management of IoT risk. As part of our research, we also developed methodologies to assess and manage risk in this emerging environment. This paper will take you through our research and we will explain: what we mean by 
Introduction -Defining the Internet of Things (IoT)
The Internet of Things (IoT) represents the idea of networked objects communicating their data which can be controlled across other objects, systems and servers.
Communication between objects, networks and humans involves conscious and/or unconscious actions from one IoT agent or device to another IoT agent or device. This differentiates the IoT from the Internet, the automation and the reduction of human input, which is a requirement for the Internet to function. The development of IoT has given us opportunities for social and economic interaction in a wide number of areas such as supply chain management, social media, medicine and energy consumption (for example, smart health devices). IoT provides advanced connectivity that goes beyond machine-to-machine (M2M) communications and applies to a diversity of protocols, domains, and applications. All of this is very exciting, but with new technologies comes new types of risks, and current risk assessment and risk management methods haven't been designed to anticipate or predict what these may be.
Defining what is IoT risk
Risk is all around us, and governments, businesses and individuals engage in risk-based decisions countless times every day. Risk can generally be regarded as the potential for some event to occur, be it positive or negative. For example, let's consider an individual risk like drinking alcohol; we know the negative medical effects and the associated cost to the NHS alcohol consumption has, yet it is considered by many as a positive social event and people continue drinking despite the risks to their health. If we think about businesses, they face strategic, compliance, operational, financial and reputational risks on a regular basis, all of which could affect their profitability or ability to function.
However, this paper is about the IoT and currently, many businesses are looking to adopt new forms of technology (such as the IoT, Blockchain and Artificial Intelligence) to increase the efficiency and effectiveness of their services. This opens them up to the risks that come along with these technologies. While these technologies have the potential to improve their productivity, there is also the potential for the business to be exposed to a series of technical, ethical, security and privacy risks -it is these aspects of
IoT that we will focus on in this paper.
To properly understand risk, and by extension risk in the IoT, we need to consider its main components. An organisation's assets form the basis for risk. By assets, we mean something the organisation values, so it could be a product it makes, it could be an app they have developed, or it could be data or information about their customers. From this, we can see that there are many different types of asset, and that the harm or damage to an asset will come in different forms -how this damage or harm could happen can occur in different ways, and we call these threats. Threats are those actions that target assets to cause some negative result (for example, remember the ransomware attacks on the NHS in 2017?); threat events will also have some likelihood or probability of success. Therefore, we think that risk is the probability that a threat event will occur and result in negative impact on or harm of an asset. An IoT-based example of this is the probability of a phishing attack on a connected corporate device occurring, like a company laptop or a smart phone, which then causes several IoT sensors to be infected with malware and consequently the disruption of a manufacturing plant's production line. While there are many application domains for the IoT, such as Figure 1: The risk assessment process
Defining what is IoT risk management
Risk management builds on the risk assessment process described above. While risk management techniques are well developed and used in a variety of areas, there remains a significant challenge in managing risk in certain application domains. There are four basic way to handle risk:
• IoT risk mitigation -this involves either reducing the likelihood of the risk happening or reducing the impact of the risk. In IoT risk management, this might include implementing IoT risk controls;
• IoT risk transfer -this involves outsourcing the risk to a third-party. In this instance, via cyber insurance for example;
• IoT risk avoidance -this involves removing the risk. An example would be to remove the IoT asset where the risk has originated; and
• IoT risk acceptance -this involves accepting the risk as it stands, due to either the risk falling within the organisational risk appetite or the aggregated risk being sufficiently within the accepted risk levels.
The type of treatment selected for each risk is based on its estimated level, the costs associated with the treatment, and the organisation's overall tolerance for risk [3] . In the IoT, these factors are constantly changing and therefore, form one of the unique challenges when managing risks in dynamic IoT environments [4] .
Defining how IoT transform the nature of risk
IoT represents interconnected technologies continuously communicating and sharing data. This technology creates serious safety risks and ethical concerns. For example,
IoT devices can outlive humans, so the questions arises; who owns the data on an IoT device if and when the owner dies? Another example might be where smart meter information can be used to see when householders are at home; or if an autonomous car is on a collision course, does it protect the driver or the pedestrian, or a child in the car or child on the road? While the ethical questions triggered by the IoT are intriguing, currently we only have philosophical debates with no real answers, and as stated previously, the focus of this book is the economic impact of IoT cyber risk. In this and following sections, we discuss the related IoT risk assessment approaches that have been used to date, and discuss how we think these approaches can be adapted to assess the impact of IoT cyber risk.
Defining how to perform risk assessment for IoT systems
One of the main difficulties of the IoT is that it is developing at a faster rate than other technologies, and governments have not been able to catch up with standards and security regulations. We found that there are, currently, no risk assessment standards to govern companies in assessing the new types of risk before implementing IoT technologies and solutions [5] .In the present climate, given the lack of unified global standards and regulations, businesses are pursuing economic profits from IoT solutions, but when it gets to understanding the risk to their operations, businesses are often just hoping for the best [6] .
Analysis of cyber risk assessment approaches
As part of our research, we did an analysis of the existing cyber risk assessment approaches [6] - [13] so we could give basic guidance on how to develop a unified approach to risk assessment. In summary, a majority of the cyber security frameworks today apply qualitative approaches to measuring cyber risk (e.g. OCTAVE, TARA, NIST). Quantitative approaches are mostly present in the cyber security models (e.g. Table 2 : Analysis of cyber risk assessment approaches
Risk Lens).

Defining new IoT Risk Assessment approach with Dependency Modelling
Given the diversity of cyber risk assessment approaches, to develop a unified cyber risk assessment approach for IoT risk, we need to start looking at the dependencies. To achieve that, we could apply a so-called dependency modelling approach [14] - [19] .
Interactions within IoT can be seen as complex, tightly coupled relationship structures amongst the systems, sub-systems and components. The proper functioning of one or more sub-systems rely to some degree upon another system's proper functionality(ies).
Therefore, there is a dependency relationship between them that can either be direct (a first order) or indirect (a higher order) [20] . For example, normal functions for components and services on the application layer (that is, the front end of the IoT architecture, which may be the user interface that displays received information to the user) of the IoT typically depend on the normal functioning of transmission of data (the network layer), and the perception layer (which perceives the physical properties of things). If a service on a perception layer is impaired, it can affect the functioning of the connected service on the network or application layers. This suggests an entire risk landscape that is not about the failure of one specific IoT component, but the failure of other IoT components (devices or services) due to abnormal impacts on a component they depend on. This dependency amongst IoT sub-systems can also cause impacts or failures to cascade from one affected system or component onto another; aggravating the impacts [21] .
Defining IoT risk management for incident response and recovery
Risk management is a separate process that follows on from risk assessment and is predominately focused on recovery, business continuity, mitigation of risk, and eventually risk acceptance. In the following section, we give an overview of the steps involved in incident response and recovery. We end this section with a discussion of cyber insurance, which represents a method for risk transference for companies.
Incident Response and Recovery
Incidence response and recovery (IR&R) for IoT typically adopts similar approaches already common to digital and computing systems. Key phases of an incident response and recovery procedure for IoT systems include planning, detection, analysis and response formulation, containment, eradication, recovery, and post-incident activity.
The diagram in Figure 2 (below) illustrates this process. experts also need to be conscious and responsive to the dynamic states of the security threats to provide effective response actions [24] .
The primary aim of incidence response is to discover and stop security threats and their effects on IT systems and there are several conventional IR methodologies and frameworks that can be adapted for IoT [5] , [24] . While it may not be feasible to prevent all security compromises in IoT, effective response and management of threats are needed, which must be built on well-structured and holistic incidence response plans and procedures.
• The Detection phase of IR emphasizes the importance of promptly recognizing
the beginning of what is considered a 'threat' in an IoT system for which critical decisions and actions are required. Since IoT relies on cloud-hosted infrastructures and often includes limited-functionality devices (from an events and log management perspective), it is necessary to include in the infrastructure monitoring design, a capacity to capture instrumentations data directly from IoT devices, as well as from supporting cloud service providers [23], [25] . IoT devices use trusted credentials for exchanges which when compromised can result in significant vertical and horizontal impacts across the system. Only complex monitoring as described above can provide timely visibility necessary to spur timely decisions and responses. There is an increasingly important and significant role for computational intelligence in supporting risk assessment, through identifying risk, capitalising on opportunities and gaining a deep understanding of a business with reports, dashboards, visualisations and analysis of information [13] .
• Traditional security information and event management (SIEM) systems, although powerful and well-advanced for standard networks, are unable to handle the complexities involved in the IoT, where massive numbers of nodes and millions of data are involved, hence the need for newer more tailored IoTcentric systems.
• The Analysis and Response formulation phase focuses on understanding the characteristics of security threats or incidents to learn the most suitable strategy or method for handling future incidents; again, traditional systems struggle and
IoT-specific digital forensic and incident response tools are necessary. In the IoT, analysis of threats should consider both system-wide and componentspecific perspectives. Using effective threat intelligence tools and processes that relate to the IoT application sector is a good place to start, as threat indicators and protective patterns are often shared and made available on threat intelligence platforms [26] , [27] . Examples of threat intelligence tools include: • The Containment phase aims to ensure prompt, interim resolution to a security incident by engaging attempts to restrict further damage to the system. Typical actions in traditional IT systems may include: disabling affected services, disconnecting or swapping out compromised devices and systems with new ones, revising access credential values such as passwords, disabling affected accounts or at worst, initiating a temporary shut-down. However, some of these activities do not happen translate to incidents in IoT systems, not least of all given the crucial importance of not disrupting critical business/mission processes within the system. What is key, is that affected devices, services, or system should be isolated from the operations IoT network as quickly as possible, while allowing for forensic analysis on affected systems.
• The Eradication phase leads on from the containment phase and focuses on the long-term removal of threats, and ensures that the system is no longer vulnerable to the threat. Typical activities in this phase include policy updates and independent security audits. This can be achieved in IoT systems through evaluating whether existing security policies can sufficiently address any threats that have been identified; if not, security policy upgrades need to be adopted and implemented. For example, automated software/firmware updates and patching are challenging in today's IoT. It is necessary to devise and adopt policies and approaches for security patching that would provide the necessary security without disrupting operations and functionality. With reference to the need to support forensic analysis, it is desirable to track the activities of a malicious actor in a network. The IoT can benefit from gateway devices that support the establishment of logical rules for automated isolation of compromised infrastructure based on monitored commands or traffic flow patterns without alerting an active attacker on the network. In this way, the attacker's actions and activities can be observed and studied in great detail to inform decisions for necessary security improvements.
• The Recovery phase is the process of restoring the system to normal working order. Typical actions may include restoring systems using backups, system reconfigurations, or fresh installations. It is necessary to consider these for both cloud and on-premise infrastructure and that restoration is initiated in such a way that it does not cause significant delays or disruptions for the normal operation of the IoT system.
• Post-Incident Activity includes a combined process of drawing together lessons from breaches, and reporting these lessons in a structured way that helps to form capability for future occurrences. Typically, this should be conducted through reflective meetings that bring together both senior executives and technical experts [7] , [19] . In the reflective reviews, privacy checks, root cause analysis, and after-incident forensics can be performed in relation to the compromised system. Using root cause analysis, organisations can easily understand the failure of their security and determine how to strengthen the weaknesses as well as produce true assessments of what happened, how it happened, how well or poor the response went and why, and what a better response may look like in the future [5] . Overall, lessons learned should be evaluated and amended as required including the incident response plan, the network access control (NAC) plan, existing tools and resources to enhance security, deficiencies in cloud service provider's and the on-premise incidence response.
IoT brings inherent cyber risks that span multiple functional sectors with varied degrees of dependencies. Further, IoT systems often operate on platforms that cut across geographical boundaries for which appropriate cyber incident response and recovery plans and strategies are required. Collaborative Incident Response and Recovery (IR&R) utilises shared threat intelligence and should evolve based upon this intelligence. This is required since the security risk landscape is continually evolving so that an incident response plan which was appropriate yesterday might not be today; a plan that seems effective today could also be ineffective tomorrow. Effective IR&R should be characterised by continuous refinements of processes and procedures [1].
This demonstrates a move from a reactive response to the management of security incidents in a way that fosters cooperation through the exchange and sharing of incidence management information among several distinct IoT-adopter organisations.
Such an approach should enable both proactive and reactive capacities, and also enforce and assure trust and privacy among IoT infrastructures, and cooperating organisations.
Discussion on estimation and valuation of Cyber Risk Insurance
Cyber risk insurance represents risk transference and is categorised as a risk management operation. IoT technologies are booming and we can observe cyber risks worldwide, increasingly impacting physical property and challenging present notions of accountability and liability. In consequence, cyber insurance has often been investigated as a possible market-based solution to the problems of cyber security [4] . However, the cyber insurance market faces challenges in its ability to measure and assess risks and to design and manage cyber risks efficiently. Some of the major problems cyber insurers face is the lack of historical data on risks, a lack of claims data, the volatility of the rather immature IoT technology and markets and the increased scope for cyber security risks. Looking at the broader perspective, governments and the insurance industry are far from a working public-private partnership for cyber insurance [28] .
The current model of cyber insurance works as a risk mitigation tool and covers the and methods might not be enough sometimes. For example, despite the fact that algorithms used to calculate cyber-risk metrics can analyse and correlate vast amounts of data, the methodologies that inform actuarial models may still struggle to make sense of, and integrate, the real-time information that is available from IoT devices.
Over-reliance on modelling in cyber insurance can also conceal insidious and difficult to detect processes [5] , [26] , such as in case of the 'normalization of deviance [4] . The normalization of deviance defines the processes that socially organise and systematically reproduce mistakes related to complex technological solutions. In this context, IoT can help by making use data to increase transparency and predictability of such processes, understand the limitations of computational modelling and techniques and improve the assumptions that these models are based on. The constant inspection of granular IoT data and the possibility of sharing aggregates of IoT data and to increase transparency between parties can help insurers and re-insurers to understand strict liability and its sharing across parties across complex ecosystems. Parties can collaborate to prevent risks cascading and to investigate possible "black swan" events (an event that is unprecedented and unpredicted, but on reflection, was bound to happen) in relation to the use of digital devices, which are likely to increase in number, at least in the short term. Formal methods for trustworthiness assessment may then help inform insurance models for complex IoT ecosystems. Such developments would temper the proliferation of false beliefs due to over-reliance on the 'accuracy' of the outputs from computing models, which can lend an apparent objectivity to the results that can then justify inappropriate actions and policies [30] .
From a risk management point of view, one important question is; what architectural improvements of a company's IT system might increase resilience to cyber risk?. We tend to think of cyber security as pertaining to IT companies but, actually, the digitalisation is currently extending well beyond the existing IT systems to manufacturing floors and other production activities where only a few people normally associate with IT. The boundaries between IT systems and manufacturing may not be so obvious. This represents a particular challenge as, in spite of new investments in IoT and broad concerns with cyber risks, the manufacturing industry as a whole is still fragmented in its approach to managing cyber-related risks and in having the organisational ownership to do so effectively [31] . More general risks pertain to the vulnerability that IoT solutions currently have in relation to cyber-attacks and the capability of such solutions to establish and maintain different sorts of rights, such as the right to privacy. The relatively recent DDoS attacks that exploited simple but poorly secured IoT end devices, such as baby monitors with immutable default passwords,
show that -on the one hand -the model of low-cost, low-security IoT solutions is not sustainable and that -on the other hand -organisations and individuals need to protect themselves through collaborations, increased transparency, re-drawing of the current accountability and liability domains, and so forth.
From a public policy point of view, it has been argued that insurers became 'de facto regulators' by establishing a minimum-security level to gain cyber coverage [13] .
Indeed, there has been research trying to understand the link between security controls and cyber insurance proposal forms [28] . In this context, IoT can help shape public policies that are beneficial for the insurance sector and the society at large. For example, one important opportunity is represented by businesses using IoT to demonstrate their compliance with both national and international industry standards as well as internal policies. The challenges facing organisations in standards compliance for IoT systems are significant [6] However, insurers can design dynamic insurance policies that would not only reflect the changes in behaviour and characteristics of businesses and the contexts in which they operate, but will also allow the creation of insured ecosystems where dynamic mechanisms such as double rewarding mechanisms and adaptive incentives can be operationalized. In such ecosystems, network-specific risks could be transferred between businesses and insurers (or re-insurers) in near real time, e.g. by using smart contracts. These measures can improve some of the current challenges in cyber risk and also contribute to the improvement of existing regulation, public policies and government interventions in the cyber insurance market.
Current developments in the IoT ecosystems allow innovative ways to design cyber insurance services that would utilise IoT data in order to:
• mitigate risk management and facilitate new developments in this area, such as risk engineering;
• increase transparency and predictability of the cyber insurance processes, including near real-time evidence-based explanations meant to increase trust and reduce risks;
• increase the flexibility and adaptability of the current business environments, including the correlation of multi-model information such as risk, anomaly scores and liability;
• investigate the use of Smart Contracts to manage cyber risks within the insured environment.
Conclusion
The design of a holistic model for IoT risk assessment and risk management remains a challenge. To design such a model, research should focus on: IoT economic impact, IoT machine ethics, IoT sensor networks, IoT safety, IoT cyber security and IoT equipment combined. Interdisciplinary research such as this would benefit smart city design, intelligent transport design, smart grid design and individual industries and services (e.g. commercial and industrial IoT equipment), by bridging gaps between cyber risk and economic value.
In this paper we have given you an overview of the current research on quantification of
IoT cyber risk, with specific new models on this topic, such as the dependency modelling and cyber risk mitigation and transference strategies (e.g. cyber risk insurance). We refer to a number of models and risk assessment articles and technical publications that have emerged recently in the research literature. We believe that this research is useful and important, since currently there are no specific standards to govern the assessment of IoT cyber risk. So, we hope that this paper helps more people to understand and consider the many issues around risk in IoT systems and ultimately, that it can make a contribution to the design of a holistic approach to IoT risk assessment.
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